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1
Decision/action requested

It is requested to discuss and approve the proposed changes.
2
Rationale

Calculation of SUCI is allowed either in USIM or in ME, as specified by the home network operator. When the SUCI is calculated in ME, then ME would need to use one of standardized protection schemes specified in Annex C. When the SUCI is calculated in USIM, then the USIM could either use one of standardized protection schemes specified in Annex C, or a proprietary scheme chosen by the home network operator.

In any case, in other to enable the network to early discard illegitimately large sized SUCI, there is a need to specify maximum size allowed for the SUCI. To that end, following maximum sizes are proposed:

(1) Maximum size specific to the protection scheme. The maximum size of the scheme-output as specified for ach protection scheme profiles in Annex C shall be taken into consideration. This enables the network to determine the expected size of the SUCI, and discard any discard illegitimately large sized SUCI. 
(2) General maximum size. Since proprietary schemes are not specifiec in Annex C, the network (specially the serving network) would not know the expected size of the SUCI in that case. Hence, irrespective of the protection scheme used (proprietary or standards), the general maximum size enables the network to discard any discard illegitimately large sized SUCI.

Since the estimated size of the SUCI also depends upon the size of the HN public key identifier and protection scheme identifier, and EN is added to state that those sizes have not been decided yet.
3
Detailed proposal

***
BEGIN CHANGE
***
6.12.5
Subscription identifier de-concealing function (SIDF)

SIDF is responsible for de-concealing the SUPI from the SUCI. SIDF is using the private key part of the privacy related home network public/private key pair that is securely stored in the home operator's network. The de-concealment shall take place at the UDM. Access rights to the SIDF shall be defined, such that only a network element of the home network is allowed to request SIDF.

Editor's note: One UDM can comprise several UDM instances. How to find the right UDM instances is ffs keeping in mind that the SIDF needs to be invoked first.
The network shall reject the received SUCI if the size of the received SUCI is larger than expected (i.e., including clear-text parts plus the scheme-output) for the protection scheme that was used to generate the received SUCI. The maximum size of the scheme-output for each protection schemes shall be as defined in Annex C. The network shall reject the received SUCI also if the size of the received SUCI is larger than the general maximum size allowed for the SUCI. In this release, the general maximum size allowed for the SUCI irrespective of protection scheme shall be <TBD> bits. The UE shall not send the SUCI with size larger than expected for the protection scheme or the general maximum size.
Editor's Note: The general maximum size of the SUCI will be finalized after the size of the identifier of the home network public key and the identifier of the protection scheme is finalized. 

***
END OF CHANGES
***

